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Den teknologiske utviklinga vil halde  
fram i raskt tempo, i minst 10 år til

”
“
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Data is the new oil!
and oil is already failing?
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Data is the new oil!
and oil is already failing?
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Statens utgifter i 2015?
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1%?
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11.990.000.000,-
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hva er vår 1%?
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https://www.scientificamerican.com/article/will-democracy-survive-big-data-and-artificial-intelligence/
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the deadlines for implementation will most 
likely be the end of 2017 or early 2018

”
“

http://ec.europa.eu/digital-agenda/en/ecall-time-saved-lives-saved
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http://www.grushgamer.com/
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http://www.grushgamer.com/
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er det etisk forsvarlig å ikke bruke?
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photo: Maxxii - https://no.wikipedia.org/wiki/Nationaltheatret_stasjon_(T-bane)#/media/File:Nationaltheatret_station_Oslo.jpg
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https://www.nrk.no/norge/sjef-i-ikt-norge-_-bekymringsfull-handtering-av-rema-1.13355421
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sikkerhet for hva & hvem?
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breach of the day anyone?



ikt-norge.noIT-næringens interesseorganisasjon

https://twitter.com/intelsecurity/status/782972143164395520
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https://en.wikipedia.org/wiki/Beagle_Boys
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http://upload.wikimedia.org/wikipedia/commons/1/18/Outline_of_Russia.png

De mottar lønn og andre goder for å 
utføre sine arbeidsoppgaver, som består 
i å bryte seg inn i våre datasystemer

”
“
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https://motherboard.vice.com/read/in-the-future-hackers-will-build-zombie-armies-from-internet-connected-toasters

July 5, 2016 // 08:30 AM EST
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http://motherboard.vice.com/read/15-million-connected-cameras-ddos-botnet-brian-krebs

September 29, 2016 // 12:03 PM EST
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kompetanse?
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http://xkcd.com/538/
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http://xkcd.com/538/
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secure.online.alt
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Prediction: Through 2020, 99% of 
vulnerabilities exploited will continue to 
be ones known by security and IT 
professionals for at least one year.

http://www.networkworld.com/article/3088084/security/gartner-s-top-10-security-predictions.html”
“
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Prediction: By 2020, a third of successful 
attacks experienced by enterprises will 
be on their shadow IT resources.

http://www.networkworld.com/article/3088084/security/gartner-s-top-10-security-predictions.html”
“
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shadow it
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the typical firm has on the order of 15 to 22 
times more cloud applications running in the 
workplace than have been authorized by the 
IT department.

http://www.cio.com/article/2968281/cio-role/cios-vastly-underestimate-extent-of-shadow-it.html”
“
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https://www.wired.com/2016/08/oh-good-new-hack-can-unlock-100-million-volkswagens/
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• mer datainnbrudd

• brukere forventer at data blir stjålet

• myndighetene makter ikke etterforske/
håndtere
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• modeller som forutser og manipulerer 
brukere
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• datadrevene modeller kollapser

• kriminelle og nye aktører kjemper om å 
overta datasettene
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• IoT er over alt

• IT sikkerhet blir til sikkerhet
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• Wearables måler følelser

• Kriminelle og “fiendtlige” myndigheter 
misbruker datasettene
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Scenario FIFTEEN+
ONE + TWO + THREE + FOUR + FIVE + MORE = FIFTEEN+
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https://www.wired.com/2017/02/murder-case-tests-alexas-devotion-privacy/
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You have all these rules, 
and you think they’ll save you!

”
“

https://creativecommons.org/licenses/by/2.0/ 
https://www.flickr.com/photos/morningmagician/2421087353/sizes/o/ 

Some rights reserved by Luke M. Schierholz

https://www.flickr.com/photos/morningmagician/2421087353/sizes/o/
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cocky raus og rosa så meg influensa(r) markedsførar
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vs ein white (og kanskje litt grey) hat techie?
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You know we're sitting on four million 
pounds of fuel, one nuclear weapon and  
a thing that has 270,000 moving parts built 
by the lowest bidder. Makes you  
feel good, doesn't it?

”

“
Armageddon (1998)
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hva er personopplysninger?
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råvare
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handelsvare
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representasjonkorrekt ?
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premiss for drift, etc
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eiendom?
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bevis
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konfliktmateriale
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elhub

L. Ron Hubbard?
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mulighet
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risiko
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fragmentert
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uklart?
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unnskyldning?
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forhandlingskort
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samfunn?
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GDPR?
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GDPR: følger du regelverket i dag?
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GDPR: hvilke data har du?
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GDPR: hvilke data trenger du?
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GDPR: hvor har du data?
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GDPR: hvem har tilgang til dataene?
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GDPR: kjenner du risikoener for dataene?
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GDPR: 2/3 vs 1/3
 “to av tre tror de må endre rutiner for å innfri kravene i 
den kommende personvernforordningen, må det bety at 
1 av 3 vil komme til å få en brutal oppvåkning”
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personvern,det som ikke er
men likevel blir personvern?
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data, meta-data; history, integrity, 
communication, anonymity, 
pseudonymity, identity, location & 
context, always context...
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http://xkcd.com/538/



ikt-norge.noIT-næringens interesseorganisasjon

The new Regulation will establish a single, pan-European 
law for data protection, replacing the current 
inconsistent patchwork of national laws allowing 
companies to deal with one single supervisory authority, 
rather than 28, estimating the benefits to be valued at 
€2.3bn per year. 

Public Policy Exchange Ltd ”

“
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opportunity vs. problem?
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law vs. climate of trust?
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law, regulation, soft law, defined goals, 
expectations, (random) ideas, moral panic, 
(fluffy) expectations, (expectations of) csr, 
sep...  

& more...
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currency of trust
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privacy by designfrom
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privacy as a featureto
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“anon” vs. “identifying” data
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it’s all context?
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AOL
“The release was intentional and intended for research 
purposes; however, the public release meant that the 
entire Internet could see the results, rather than a select 
number of academics.” ht
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https://en.wikipedia.org/wiki/AOL_search_data_leak
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http://www.nytimes.com/2006/08/09/technology/09aol.html?pagewanted=all&_r=0

http://www.nytimes.com/2006/08/09/technology/09aol.html?pagewanted=all&_r=0
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17556639 how to kill your wife
17556639 how to kill your wife
17556639 wife killer
17556639 how to kill a wife
17556639 poop
17556639 dead people
17556639 pictures of dead people
17556639 killed people
17556639 dead pictures
17556639 dead pictures
17556639 dead pictures
17556639 murder photo
17556639 steak and cheese
17556639 photo of death
17556639 photo of death
17556639 death
17556639 dead people photos
17556639 photo of dead people
17556639 www.murderdpeople.com
17556639 decapatated photos
17556639 decapatated photos
17556639 car crashes3
17556639 car crashes3
17556639 car crash photo
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kompetanse?
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http://www.nrk.no/kultur/12-stykker-vil-bli-nyhetsdirektor-1.12616532
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forankring & beslutninger?
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http://www.nrk.no/trondelag/13-15aringer-far-nakenbilder-pa-snapchat-1.12659289

http://www.nrk.no/trondelag/13-15aringer-far-nakenbilder-pa-snapchat-1.12659289
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De har jo sjøl lagt det ut på et nettsted, da

Merete Verstad, Redaksjonssjef NRK Trøndelag

”
“

http://journalisten.no/2015/11/nrk-nakenbilder-snapchat
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ledelse & styre?

FOTO: OLE KALAND / OLE KALAND, NRK
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no vs. local vs. cloud data
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temporary vs. persistent data
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data transparency & ownership*

*education, healthcare, data retention, personalisation, etc.
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the right to be forgotten



ikt-norge.noIT-næringens interesseorganisasjon

got consent?
up front & for every single 
bloody microscopic change
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reduced bureaucracy up front  
vs.  
increased responsibility & risk
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level playing field 
competition, public procurement, etc
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level playing field 

really?
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•  lettere å komme i gang (mindre varsling etc)

•  tydeligere rammer(?)

•  mer ansvar & risiko (opptil 2%…?)

•  regulering for de store - ikke norske små- & mellomstore(?)

•  mer komplisert håndtering og utveksling av data

•  mer intern (og dyrere(?)) “ikke teknisk” byrokrati og administrasjon

•  stor risiko for å forvirre (eller skremme?) kunden (information & 
notification)

•  “lik(ere)” konkurranse

•  higher consumer/user trust(?)
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http://www.keepcalm-o-matic.co.uk/p/keep-calm-it-s-the-lawyers-pay-day/
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•  lettere å komme i gang (mindre varsling etc)

•  tydeligere rammer(?)

•  mer ansvar & risiko (opptil 2%…?)

•  regulering for de store - ikke norske små- & mellomstore(?)

•  mer komplisert håndtering og utveksling av data

•  mer intern (og dyrere(?)) “ikke teknisk” byrokrati og administrasjon

•  stor risiko for å forvirre (eller skremme?) kunden (information & notification)

•  “lik(ere)” konkurranse

•  higher consumer/user trust(?)

• høyere advokatregninger (ref. personvernombud)
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gdrp, eprivacy, security, etc by design
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