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Data is the new oil!
and oil is already failing?
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Data is the new oil!
and oil is already failing?



Statens utgifter i 20157
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hva er var | %/?
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POLICY & ETHICS

Will Democracy Survive Big Data
and Artificial Intelligence?

We are in the middle of a technological upheaval that will transform the way society is
organized. We must make the right decisions now
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1 1:90AM, Saturday May 19th

Bring news of an impending zombie attack

Racing to Brunswick

Janine calls for Bunner 5 over the PA for an
emergency. She is homified 1o discover a brown
stain on Sam’'s desk. He amves in the comms
shack and informs her that it's only Mamite, He
takes over at the desk as Janine telis him that

horde of zoms. A Runner is needed 1o wam them

Brunswick. a nearby settlement. is in the path of a

The Walls Are Coming Down
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Tinned Food Collected

This is probably still good. The tin's still sealed
even though it's so bashed up you can't tell what's
in it. Maybe it's Spam.
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%

the deadlines for implementation will most
ikely be the end of 2017 or early 2018

))

http://ec.europa.eu/digital-agenda/en/ecall-time-saved-lives-saved

ikt-norge.no
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er det etisk forsvarlig a ikke bruke?
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https://no.wikipedia.org/wiki/Nationaltheatret_stasjon_(T-bane)#/media/File:Nationaltheatret_station_Oslo.jpg
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IKT Norge reagerer pa at matvaregiganten mener sikkerhetshullet «ikke gir noen grunn
til bekymring».
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Torgeir Waterhouse mener Rema burde ha utsatt lanseringen av appen til de var sikre pa at sikkerheten til brukerne var ivaretatt.
FOTO: VIDAR RUUD / NTB SCANPIX
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Journalist

© MER OM NORGE
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© MER OM TEKNOLOGI OG DATA

¥) Oppdatert i gér, kl. 19:28

https://www.nrk.no/norge/sjef-i-ikt-norge- -bekymringsfull-handtering-av-rema-1.13355421
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sikkerhet for hva & hvem?
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breach of the day anyone?
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ikt-norge.no

(inted  Intel Security © {x 2 Follow
security @ @IntelSecurity
With over 164.4 million people affected by data

breaches this year, #NCSAM is more important
than ever. intel.ly/2diwlls #CyberAware

RETWEETS LIKES : - — g
CAle <0r _ O & Qv

14 11

5:54 PM - 3 Oct 2016

https://twitter.com/intelsecurity/status/782972143164395520
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The anonymous
Internet

Daily Tor users
per 100,000
Internet users
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WE BEAGLE BOVYS WILL BE EMPERORS OF
THE WORLD ! WE'LL HAVE KINGS AND

PRESIDENTS GROVELING AT OUR FEET!

https://en.wikipedia.org/wiki/Beagle Boys
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http://upload.wikimedia.org/wikipedia/commons/1/18/Outline_of Russia.png

ikt-norge.no
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In the Future, Hackers Will Build
Zombie Armies from Internet-
Connected Toasters

July 5, 2016 // 08:30 AM EST

Written Uy

LORENZO FRANCESCHI-
BICCHIERAI
STAFF WRITER

v

| Image: |D Hancock/Flickr

https://motherboard.vice.com/read/in-the-future-hackers-will-build-zombie-armies-from-internet-connected-toasters

July 5,2016 // 08:30 AM EST
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How 1.5 Million Connected
Cameras Were Hijacked to
Make an Unprecedented
Botnet

September 29,2016 // 12:03 PM EST
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kompetanse!

ikt-norge.no



I K T ' N O R G E IT-naeringens interesseor ganisasjon

A CRYPTO NERDS
IMAGINATION -

HIS LAPTOPS ENCRYPTED.
LETS BUILD A MILLION-DOLLAR,
CLOSTER TO CRACK \T.

NO GooD! TS
UoGg6 -BIT RGA!
BLAST, OUR /

EVIL PLAN
1S FOILED! \EQ%
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H'S LAPTOP'S ENCRYPTED.
DRUG HIM AND RHIT HIM WITH

THIS $5 WRENCH UNTIL
HE TELIS U5 THE. PASSWORD.

GOT IT.

JK

ikt-norge.no
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secure.online.alt
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Prediction: Through 2020, 99% of

vulnerabilities exploited will continue to
be ones known by security and IT
professionals for at least one year.

http://www.networkworld.com/article/3088084/security/gartner-s-top- | 0-security-predictions.html

ikt-norge.no
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Prediction: By 2020, a third of successful
attacks experienced by enterprises will
be on their shadow IT resources.

http://www.networkworld.com/article/3088084/security/gartner-s-top- | 0-security-predictions.html

ikt-norge.no
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the typical firm has on the order of |5 to 22
times more cloud applications running in the
workplace than have been authorized by the
IT department.

http://www.cio.com/article/296828 | /cio-role/cios-vastly-underestimate-extent-of-shadow-it.html

ikt-norge.no
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A NEW WIRELESS HACK CAN
UNLOCE 100 MILLION
VOLRSWAGENS

N KAZUHIRD NOGIAAFP/GETTY IMAL




CYBERSECURITY
FUTURES 2020

CENTER FOR LONG-TERM CYBERSECURITY
UNIVERSITY OF CALIFORNIA BERKELEY
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Scenario ONE

The New Normal

Following years of mounting data breaches,
internet users in 2020 now assume that their | ’Q
data will be stolen and their personal
information broadcast. Law enforcement

struggles to keep pace as larger-scale attacks
ndighetene makter ikke etterforske/

handtere

continue, and small-scale cyberattacks become
entirely commonplace—and more personal....
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~F

Scenario TWO
Omega

Data scientists of 2020 have developed
profoundly powerful models capable of
predicting—and manipulating—the behavior
of single individuals with a high degree of
accuracy. For those responsible for
cybersecurity, the stakes have never been
higher....

deller som forutser og manipulerer
brukere

ikt-norge.no
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Scenario THREE
Bubble 2.0

Two decades after the first dot-com bubble
burst, the advertising-driven business model for
major internet companies falls apart. As
overvalued web companies large and small
collapse, criminals and companies alike race to
gain ownership of underpriced but potentially
valuable data assets....

tadrevene modeller kollapser

® kriminelle og nye aktgrer kjemper om a
overta datasettene

ikt-norge.no
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Scenario FOUR

Intentional Internet of Things

In 2020, the Internet of Things (loT) is a
profound social force that proves powerful in
addressing problems in education, the
environment, health, work productivity, and
personal well-being. Because the loT s
everywhere, cybersecurity becomes just
“security” and essential to daily life....

ikt-norge.no
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Scenario FIVE

Sensorium (Internet of Emotion)

In 2020 wearable devices won't care about how
many steps you take; they will care about your
real-time emotional state. Whether for
blackmail, “revenge porn,” or other motives,
cybercriminals and hostile governments find
new ways to exploit data about emotion....

earables maler falelser

Kriminelle og “fiendtlige” myndigheter
misbruker datasettene

ikt-norge.no
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IT-naeringens interesseorganisasjon

A MURDER CASE TESTS ALEXA'S
DEVOTION TO YOUR PRIVACY




_

You hays
and you

4
-
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s.org/licenses/by/2.0/
https://www.flickr.com 2421087353/sizes/o
P y Luke M. Schierholz



https://www.flickr.com/photos/morningmagician/2421087353/sizes/o/
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cocky raus og rosa sa meg influensa(r) markedsforar
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vs ein white (og kanskje litt grey) hat techie?



I K T ' N O R G E IT-naeringens interesseorganisasjon

You know we're sitting on four million
pounds of fuel, one nuclear weapon and

a thing that has 270,000 moving parts built
by the lowest bidder. Makes you

feel good, doesn't it?
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hva er personopplysninger?
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ravare

ikt-norge.no
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handelsvare
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korrekt representasjon !
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premiss for drift, etc
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eiendom’/

ikt-norge.no



I K T ' N O R G E IT-naeringens interesseorganisasjon ikt-norge.no

bevis
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konfliktmateriale
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elhub

L Hub
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‘ :]h]b NYHETER OM ELHUB DOKUMENTER KONTAKT

ENGLISH

Q

Elhub skal vaere den sentrale datahuben for maleverdier og markedsprosesser i det norske kraftmarkedet. Elhubs hovedfunksjener er
automatisert maleverdiprosessering og maleverdidistribusjon samt presessering av markedsprosesser som leveranderbytter, fiyttinger og
rapportering. Elhub vil endre og forenkle hverdagen for alle kraftleveranderer og nettseiskaper i Norge. Elhub skal settes i drift i februar 2017.

Hvorfor Elhub?

NVE besluttet | 2013 at det skal etableres en datahub
 Norge. Det overordnede formalet med Elhub er 3
etzblere en samfunnsekonomisk effektiv IKT-
infrastruktur for sluttbruker-markeadet for krafti
Norge.

Les mer

Hva er Elhub?

Elhub er navnet for den norske datahuben for
mazaleverdier i kraftmarkedet. Elnub skal vare den
offisielle kilden til maleveraiene som skal danne
grunniag for fakturering av sluttkunder.

Les mer

Hvordan fungerer det?

Nar en sluttkunde forbruker strem regisires dette av
AMS maleren. Det samiede forbruket hos
sluttkunden cverferes til nettselskapet | nettomradet
og viderefares inn til Elhub innen kl. 07.00
pafelgende dag. og er tilgjengelig for kraftieverander
og sluttkunde kl. 09.00.

Les mer

ikt-norge.no
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mulighet
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risiko
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fragmentert

ikt-norge.no
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uklart?’
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unnskyldning’
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forhandlingskort
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samfunn’
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GDPR!?
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GDPR: folger du regelverket i dag!?
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GDPR: hvilke data har du?
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GDPR: hvilke data trenger du!?
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GDPR: hvor har du data?
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GDPR: hvem har tilgang til dataene?
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GDPR: kjenner du risikoener for dataene!
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GDPR:2/3 vs 1/3

“to av tre tror de ma endre rutiner for a innfri kravene i
den kommende personvernforordningen, ma det bety at
| av 3 vil komme til a fa en brutal oppvakning”
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det som ikke erpersonvern,
men likevel blir personvern?
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data, meta-data; history, integrity,
communication, anonymity,
pseudonymity, identity, location &
context, always contexct...
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A CRYPTO NERD'S
IMAGINATION

HIS LAPTOPS ENCRYPTED.
LETS BUILD A MILLION-DOLLAR,
CLOSTER TO CRACK \T.

NO GOoD! TS
U096 -B\T RSA\
BLAST! OUR
EVIL PLAN
1S FOILED! ™

H'S LAPTOP'S ENCRYPTED.
DRUG HIM AND HIT HIM WITH

THIS $5 WRENCH UNTIL
HE n:us U5 THE. PASSWORD.

GOT IT.

7Q

ikt-norge.no
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The new Regulation will establish a single, pan-European
law for data protection, replacing the current
inconsistent patchwork of national laws allowing
companies to deal with one single supervisory authority,
rather than 28, estimating the benefits to be valued at

€2.3bn per year.

Public Policy Exchange Ltd

ikt-norge.no
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opportunity vs. problem!?
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law vs. climate of trust!?
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law, regulation, soft law, defined goals,
expectations, (random) ideas, moral panic,
(fluffy) expectations, (expectations of) csr,
sep...

& more...
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il Lcick

I™M
HOW TOTALLY

ARE
NAILING
THOSE THEM.

GOING?

I'™ REFERRING TO
THE GOALS 1 HAVE IN
MY MIND THAT I'VE
NEVER MENTIONED.

HOW ARE
YOU DOING
ON YOUR MY
UNSPOKEN  WHAT?
OBJECTIVES? ‘

LA

Dilbert com DilbertCartoonist@gmail.com

52912 £2012 Scott Adams, Inc. /Dws. by
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currency of trust
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from privacy by design
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to privacy as a feature



I K T ' N O R G E IT-naeringens interesseorganisasjon

“anon’ vs. ‘identifying” data
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it’'s all context!?

ikt-norge.no
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h data leak

“The release was intentional and intended for research
purposes; however, the public release meant that the
entire Internet could see the results, rather than a select
number of academics.”

o/wiki/AOL searc

https://en.wikipedia.or


https://en.wikipedia.org/wiki/AOL_search_data_leak
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A Face Is Exposed for AOL Searcher No. 4417749

B8y MICHAEL BARBARO and TOM ZELLER Jr

Published: August 8, 2006
c g BJ sIGNIN TO E-

MAIL THIS

= PRINT

Buried in a list of 20 million Web search queries collected by AOL
and recently released on the Internet is user No. 4417749. The

number was assigned by the company to protect the searcher’s [E REPRINTS

BROOKLYN

NOW PLAYING

anonymity, but it was not much of a shield.

No. 4417749 conducted hundreds of

searches over a three-month period
on topics ranging from “numb fingers” to “60 single men”
to “dog that urinates on everything.”

And search by search, click by click, the identity of AOL
user No. 4417749 became easier to discern. There are
queries for “landscapers in Lilburn, Ga,” several people
with the last name Arnold and “homes sold in shadow lake
subdivision gwinnett county georgia.”

It did not take much investigating to follow that data trail
# to Thelma Arnold, a 62-year-old widow who lives in

Erk S Lesserfor The New York Tmes Ljlburn, Ga., frequently researches her friends’ medical
Thelma Amold's identity was betrayed i _ dloves] } d “T} _
by AOL records of her Web searches,  allments and loves her three dogs. “Those are my

ke onas for her dog, Dudiey, who searches,” she said, after a reporter read part of the list to
clearly has a problem. }
1er.

http://www.nytimes.com/2006/08/09/technology/09aol.html’pagewanted=all& r=0



http://www.nytimes.com/2006/08/09/technology/09aol.html?pagewanted=all&_r=0
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17556639 how to kill your wife
17556639 how to kill your wife
| 7556639 wife killer

17556639 how to kill a wife
17556639 poop

| 7556639 dead people

1 7556639 pictures of dead people
17556639 killed people
17556639 dead pictures
17556639 dead pictures

|1 7556639 dead pictures

|1 7556639 murder photo

| 7556639 steak and cheese
17556639 photo of death
17556639 photo of death
17556639 death

17556639 dead people photos
17556639 photo of dead people

17556639 www.murderdpeople.com

| 7556639 decapatated photos
| 7556639 decapatated photos
|1 7556639 car crashes3

| 7556639 car crashes3
17556639 car crash photo

ikt-norge.no
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kompetanse!

ikt-norge.no
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Disse har sgkt pa nyhetsdirektorjobben i NRK

o

@

©

10.
11.
12.
13.
14,
15.
16.

o SN - SRS L ©

. Morten Arne Alsos (36), Horten

Alexandra Beverfiord (38), Oslo

Trukket

Frode Nielsen Borfjord (52), Austre Gausdal, Seniorradgiver
Thorbjorn Gaarder (60), Oslo, Chief credit officer
Trukket

Veronika Ingebretsen (24), Bjoneroa

Kvinne (56)

Trukket

Trukket

Kyrre Nakkim (49), Oslo, Redakter

Mann (40)

Eirik Nedset (36), Oslo Chairman and general manager
Andreas Olaussen (32), Sarpsborg

Mann (41)

Prodromos Zachariadis (45), Os, Project Manager

http://www.nrk.no/kultur/12-stykker-vil-bli-nyhetsdirektor-1.12616532

ikt-norge.no
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forankring & beslutninger?
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ikt-norge.no

— De unge opplever at dette er blitt s& vanlig at de henger seg pa trenden
for & veere in i et ungdomsmilje, sier Berit Skog.

> LES OGSA: Oppfordrer unge til 4 dele nakenbilder

Det finnes flere kontoer pa Snapchat som deler bilder av ungdom som kler av seq.
FOTO: MONTASJE

- Krenkende

13 &r gamle Nora Bjernstad fra Trondheim er som nesten alle sine venner

pa Snapchat, og hun har iallfall en gang fatt nakenbilder. Det samme har 12
ar gamle Sara Myrvang.

http://www.nrk.no/trondelag/| 3- | 5aringer-far-nakenbilder-pa-snapchat-1.12659289 I\l I (



http://www.nrk.no/trondelag/13-15aringer-far-nakenbilder-pa-snapchat-1.12659289
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De har jo sjol lagt det ut pa et nettsted, da

Merete Verstad, Redaksjonssjef NRK Trgndelag



e | ikt-norge.no
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no vs. local vs. cloud data
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temporary vs. persistent data
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data transparency & ownership™

*education, healthcare, data retention, personalisation, etc.
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the right to be forgotten
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got consent!

up front & for every single
bloody microscopic change
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reduced bureaucracy up front
VS.
increased responsibility & risk
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level playing field

competition, public procurement, etc
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level playing field

really?
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® |ettere a komme i gang (mindre varsling etc)

® tydeligere rammer(?)

® mer ansvar & risiko (opptil 2%...7)

® regulering for de store - ikke norske sma- & mellomstore(?)

® mer komplisert handtering og utveksling av data

® mer intern (og dyrere(?)) “ikke teknisk™ byrokrati og administrasjon

® stor risiko for a forvirre (eller skremme?) kunden (information &
notification)

® “lik(ere)” konkurranse

® higher consumer/user trust(’)
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® |ettere a komme i gang (mindre varsling etc)

® tydeligere rammer(’)

® mer ansvar & risiko (opptil 2%...7)

® regulering for de store - ikke norske sma- & mellomstore(?)

® mer komplisert handtering og utveksling av data

® mer intern (og dyrere(?)) “ikke teknisk™ byrokrati og administrasjon

® stor risiko for a forvirre (eller skremme?) kunden (information & notification)
® “lik(ere)” konkurranse

® higher consumer/user trust(’)

® hgyere advokatregninger (ref. personvernombud)
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gdrp, eprivacy, security, etc by design



Torgeir Waterhouse

Direktor internett og nye medier
tw@ikt-norge.no
@tawaterhouse
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